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It takes a focused effort to get a sys-
tem properly designed installed, tested
and finally accepted.  The cultural
changes that accompany the new system
may have challenged longstanding facil-
ity practices and traditions.  Unfortu-
nately, the hard work does not stop there.
Now comes maintenance.

Let’s make sure we understand some
basic terms. Some confuse warranty and
maintenance.  Warranty related work is
that work after installation where the in-
tegrator agrees to repair or replace any
failed products.  This is almost always
part of program defined by the equipment
manufacturer.  The integrator usually of-
fers normal business hours response with
no contractual obligation regarding re-
sponse time or time to repair.  Warranty
services do not normally include loaner
equipment during the time that the com-
ponent is being repaired.

Maintenance on the other-hand is
simply those activities you go through to
keep the system running, normally after
the warranty expires.  You can approach
maintenance on a time and material
(T&M) basis (i.e., if it takes an hour to
fix, you pay the maintenance contractor
for an hour’s labor plus parts and materi-
als.) or you can negotiate a maintenance
contract.  This can take many forms but
generally involves a negotiated annual fee
in return for defined levels of mainte-
nance support.  This support can include:

• Warehousing of spares at the mainte-
nance contractor’s facility.

• Warehousing of dedicated critical spares
at the owner’s site.

• Contractually defined response times
and repair times.

• Proactive maintenance and inspections
at defined intervals during the year.  This
can include equipment cleaning and ad-
justments as well as software updates.
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A structured and responsive main-
tenance system is required for the elec-
tronic system to maintain a reliable and
cost effective contribution to the overall
security program.  However, experience
indicates that very few effective mainte-
nance programs are in place.  Here’s the
empirical data:

• Site survey teams rarely encounter a
facility where all of the cameras are
working at the time of the site sur-
vey.

• Site survey teams are sometimes told
that a specific camera is not work-
ing; as the team works through the
system, they always find more that
reportedly just went out.

• Most access control systems have
not been backed up within the last
thirty days.  Many are running two
to three software versions behind the
current release even though the up-
grade is free.

• At least one VCR is either not work-
ing or in the shop for repair.  If it is
not in the shop, it is usually still on
the shelf in the control room with a
big yellow post-it note saying
“Broke.”

• Somewhere around 10% of the door
contacts will either be hanging by
one screw or the signal wires.  The
number is higher in industrial type
facilities.
Maintenance needs to be considered

in two areas:  preventative and reactive.
Preventative maintenance is just like an
oil change: you know if you don’t do it,
something will break later.  Hard drives
need to be backed up, screws need to be
tightened, lenses need to be cleaned.
Reactive maintenance is getting the re-
cently discovered inoperable card reader
on the high value asset storage room door
fixed fast.  A key contributor to a good

maintenance program is comprehensive
testing.  Written testing procedures along
with a schedule can result in every com-
ponent of a system being tested every six
months or so.  Loose screws, dangling
wires, and dirty lenses can be noted and
in many cases fixed by on site staff.  In
some cases a local maintenance contrac-
tor may need to be called in.

That raises a question that apparently
troubles many organizations with secu-
rity programs:  how much maintenance
should be done with in house staff and
how much should be contracted out.  The
empirical data on the in house mainte-
nance option is not good.  I’ve been to
too many locations where components
have been under repair by the in house
staff for 4-6 months with no replacement
component available even on a tempo-
rary use basis.

Here are some key issues to consider
regarding maintenance contracts:

• Designate specific individuals who
are authorized to request service on
your behalf, especially if this service
is for some reason not covered by
the maintenance agreement.

• Establish escalation procedures with
the maintenance contractor just in
case your expectations are not met.

• Define service documentation pro-
cedures for both parties of the agree-
ment.

• Define hourly rates for non-covered
services.  Some organizations have
negotiated standard rates for equip-
ment as well.

• Require that the service personnel
are factory certified on your system.

• Establish billing procedures (i.e. dis-
counted) for those times when the respond-
ing technician is not familiar with your site.

• Define how labor will be billed, i.e.,
portal-to-portal or on-site time only.
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• Designate what spares are required, who

stores them and where, and how they are
to be billed (when received or when in-
stalled).

• Be sure and perform regularly scheduled
audits to verify costs and performance.

• Define monetary penalties for non-perfor-
mance or excessive downtime.

• N e g o t i a t e  a  r e a s o n a b l e  c a n c e l l a t i o n
clause with defined implementation pa-
rameters.

• Make sure the contract does not automati-
cally renew.

Now for some opinions:
• Maintenance contract customers get pri-

ority service over non-contract mainte-
nance customers.   When schedules get
tight, the maintenance contractor will usually
dispatch to contract customers first; the
T&M customers are at the bottom of the
list.

• 24/7 response is unnecessary unless you
are responsible for a nationally critical
facility.  This raises the cost of the main-
tenance contract by somewhere between
20 and  30%.   Most  owners  l ike  to  be
present when work is being done but don’t
like to be there at midnight.

• Assuming that you do not lose an expen-
sive piece of hardware, an owner can save
money by simply going with the T&M ap-
proach.  The annual negotiated mainte-
nance contract fees always have contin-
gency built in to cover large equipment
loss.  The T&M approach avoids this con-
tingency.  With this approach, the owner
shoulders some additional responsibility
such as purchasing and storing a few criti-
cal ,  long lead spares (panels,  cameras,
card readers) to have on hand when one
fails.  The owner also takes responsibil-
ity for proactive inspections and clean-
ing as well as software upgrades.

• A good rule of thumb for an annual main-
tenance budget is on the order of 10% of
the installed equipment and software cost.
For example, if the installed equipment
cost was $100,000, plan on annual main-
tenance costs over the life of the system
of around $10,000.  The actual number
will be much lower the first year because
o f  s t a n d a r d  w a r r a n t y  p r o v i s i o n s  a n d
somewhat higher during the latter stages
of the system lifecycle.

The optimum maintenance program is always
facility and organization specific.  The best ap-
proach depends on the skill set of the security
staff, the availability of in house support and the
level of involvement desired by site management.
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It has been exciting to watch the

Energy Monitoring and Control Systems
(EMCS) of the early 1980s evolve from
monolithic, clunky “energy manage-
ment” mini-computers to today’s PC-
based Utility Monitoring and Control
Systems (UMCS) which include stand-
alone distributed and networked direct
digital controllers (DDC).

At the 1983 ASHRAE convention,
all major control vendors introduced digi-
tal controllers that performed energy
management functions as well as local
loop digital control.  When one of the
largest control users looked at the digital
systems, he commented, The problem
with DDC is that you cannot see the pro-
gram.  With a comparable pneumatic sys-
tem, the user could follow the air signal
through the control system by observing
pressure gauges as the signal progressed
from solenoid valves to thermostats to
switching relays to limit controllers and
to the final valve or damper actuator.
With DDC, all he saw was a blinking
LED, and often the programmer did not
speak the HVAC language.

In fact, the DDC program could
be seen, observed, and understood; but
it was not specified to do so because
the engineer-specifier and the DDC
system programmer did not under-
stand each other.

Figure 1 below is a display of a
steam-to-hot water converter as it ap-
pears on a typical UMCS monitor.
(Note: Pump on-off status couldbe
noted by color change:  green = on,
yellow = off, red and blinking =
alarm.)

Figure 2 is a more meaningful dis-

play where one can see the program
and watch it execute in real time.

As the outside air temperature drops
to 57ºF, the pump will start, subject to an
on-off-auto software function.  The leav-
ing hot water temperature setpoint will
vary from 130º to 195ºF as the outside
air temperature varies from 60º to -5ºF.
On this display, the calculated setpoint is
173ºF, and the leaving water temperature
is 173ºF.  Both 1/3- and 2/3-size valves
are at 67% open.  The hex symbols with
a slash denote commandable points.
Placing the cursor on commandable
points allows the operator to make ad-
justments.  The outside air reset sched-
ule and the pump start temperature may
be adjusted, and the pump may be placed
in the on, off, or auto mode.  The se-
quence of operation box implies that the
hot water converter sequence of opera-
tion may be displayed by selecting the
box with the cursor.  (This may be diffi-
cult for some vendors.)

Another excellent way to present
certain programs to HVAC system op-
erators is via a dynamic sequence where
the sequence is presented with all vari-
able values imbedded in their appropri-

ate positions as indicated in figure 3.
Data on UMCS monitors can con-

sist of any combination of text, data
points, and artwork. This allows current
systems to display DDC system data in
intuitive and meaningful formats if the
graphic designer understands the needs
of the operating personnel.

The control system design process
has always (long before DDC) started with
a sketch of the particular HVAC unit (such
as a fan system) with elements to be moni-
tored and controlled.  Actuators are then
added to valves and dampers.  Sensors are
then added in locations requiring control.
The sequence of operation is then written
defining the relationships between the in-
put sensors and the output actuators.  The
simple thing to do then is to specify that
the sequence of operation, along with the
sketch including desired setpoints, as a
required system graphic.

Today’s UMCS can present control
sequences in very clear terms to system
operators resulting in more efficient system
operation. To accomplish this, graphic de-
signers need to consider and understand
operator needs when designing the operator
interface.
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The decreasing cost and capa-
bility to embed microprocessors in
a wide range of devices has led to
the increased use of smart devices
in buildings, machines, and other
aspects of our daily lives.  The
growth of Internet usage and capa-
bility makes large-scale
interconnectivity of these devices
economically possible.  If these de-
vices can be connected, managed,
and remotely controlled over the
Internet, they can provide users with
dramatic new facility management
services and capabilities.  New fa-
cility management systems are cur-
rently being developed and released
which are JavaTM-based platforms,
developed to solve problems with
interoperability between device pro-
tocols and the Internet, and between
those devices and enterprise busi-
ness management systems.  Serious
consideration must be given to uti-
lizing the Internet as the backbone
for future facility management sys-
tems.

Why Facility Management
via the Internet?

The future suggests that there
maybe millions of new smart de-
vices that will be integrated into an
single network providing commu-
nication across a global network.
As smart devices become more in-
tegrated across the Internet, a
wealth of new information about
machine status, equipment perfor-
mance, energy usage, human hab-
its, and many other factors will be
available to the world.    To take
advantage of this magnitude of
data, new approaches to software
and network solutions will need to
evolve.  Utility Monitoring and
Control Systems (UMCS) will be
based on Internet-enabled distrib-
uted architecture for real-time ac-
cess, automation, and control of
embedded devices.  The same

UMCS will also connect legacy
systems, open systems, the Internet,
and enterprise information systems.

The ability to move around and
through Web explorer software will
almost become second nature.  From
the time people are old enough to
click a mouse and move through a
child’s Web site, they will know how
to deal with “Web-based” graphical
information, move through Web
pages, and search the Internet for in-
formation.

In the world according to Bill
Gates, there will be fewer electronic
devices.  Items that will survive in-
clude the PC, the digital set-top box,
the cellular phone with screen, the
electronic book, and Web pads with
wireless connections.  Just consider
how Web-enabled cell phones will
change our lifestyles.  Using cell
phone-based Web page, individuals
will be able to perform simple to
complex facility management func-
tions.  Using a cell phone over the
Internet, individuals will be able to
turn on the lights, change a tempera-
ture setpoint, not to mention the
ability to check the status of chill-
ers, electrical generators, and pro-
duction, and monitor energy usage.

Operations and maintenance de-
partments, maintenance and service
contractors, and the like, will have
much broader capabilities to re-
motely monitor and control facili-
ties.  Alarms will come to service
groups as e-mails from chillers.  Ser-
vice orders could come from tenants
as forms submitted via Web pages.

Instead of having one or two ex-
pensive facility management
graphic workstation software plat-
forms per office or company, all
computers in the company that are
connected to the intranet or Internet
could provide access to data and
equipment for service technicians.
The cost to outfit whole service
companies or maintenance depart-
ments with graphical workstations

to perform facility management and
view equipment will be limited to
computers and network connections
only, not by the cost of graphical
workstation software.

Who Will Benefit From
Facility Management

Via The Internet?
As the Internet becomes the

definite delivery medium of real-
t ime informat ion ,  i t  wi l l  put
power and options in the hands
of the user.

It allows operators, mainte-
nance personnel, management,
tenants, production control, field
engineers, test-and-balance tech-
nicians, and systems integrators to
control and monitor wide ranges
of networked embedded control
devices.

Summary
Just a few years ago, build-

ing automation consisted of a
handful of separate systems that
opera ted  independent ly  f rom
one another, each with its own
dedicated and proprietary inter-
face and cabling system.  Today,
the latest generation of facility
management systems is being
designed and built around the
use of the Internet as the infra-
s t ruc ture  over  which  da ta  i s
transmitted.

The Internet is a comfortable
environment; everyone knows
how to use it and is very famil-
i a r  w i th  i t .   Web-based  ce l l
phones could be a new standard
for operator interface for facil-
ity management via the Internet.

Fac i l i t y  managemen t  and
bui lding automation has  been
t ransformed f rom mainf rame
c o m p u t e r s  i n  t h e  1 9 7 0 s  t o
mini -computers  in  the  1980s
to PC Windows-based systems
i n  t h e  1 9 9 0 s .   T h e  I n t e r n e t
may increasingly become the
communica t i on  s t anda rd  fo r
emerging systems.

Figure 3.
UMCS showing dynamic
program sequenceFigure 1. Typical UMCS Display

Figure 2. UMCS display showing program with system configuration
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It has been exciting to watch the

Energy Monitoring and Control Systems
(EMCS) of the early 1980s evolve from
monolithic, clunky “energy manage-
ment” mini-computers to today’s PC-
based Utility Monitoring and Control
Systems (UMCS) which include stand-
alone distributed and networked direct
digital controllers (DDC).

At the 1983 ASHRAE convention,
all major control vendors introduced digi-
tal controllers that performed energy
management functions as well as local
loop digital control.  When one of the
largest control users looked at the digital
systems, he commented, The problem
with DDC is that you cannot see the pro-
gram.  With a comparable pneumatic sys-
tem, the user could follow the air signal
through the control system by observing
pressure gauges as the signal progressed
from solenoid valves to thermostats to
switching relays to limit controllers and
to the final valve or damper actuator.
With DDC, all he saw was a blinking
LED, and often the programmer did not
speak the HVAC language.

In fact, the DDC program could
be seen, observed, and understood; but
it was not specified to do so because
the engineer-specifier and the DDC
system programmer did not under-
stand each other.

Figure 1 below is a display of a
steam-to-hot water converter as it ap-
pears on a typical UMCS monitor.
(Note: Pump on-off status couldbe
noted by color change:  green = on,
yellow = off, red and blinking =
alarm.)

Figure 2 is a more meaningful dis-

play where one can see the program
and watch it execute in real time.

As the outside air temperature drops
to 57ºF, the pump will start, subject to an
on-off-auto software function.  The leav-
ing hot water temperature setpoint will
vary from 130º to 195ºF as the outside
air temperature varies from 60º to -5ºF.
On this display, the calculated setpoint is
173ºF, and the leaving water temperature
is 173ºF.  Both 1/3- and 2/3-size valves
are at 67% open.  The hex symbols with
a slash denote commandable points.
Placing the cursor on commandable
points allows the operator to make ad-
justments.  The outside air reset sched-
ule and the pump start temperature may
be adjusted, and the pump may be placed
in the on, off, or auto mode.  The se-
quence of operation box implies that the
hot water converter sequence of opera-
tion may be displayed by selecting the
box with the cursor.  (This may be diffi-
cult for some vendors.)

Another excellent way to present
certain programs to HVAC system op-
erators is via a dynamic sequence where
the sequence is presented with all vari-
able values imbedded in their appropri-

ate positions as indicated in figure 3.
Data on UMCS monitors can con-

sist of any combination of text, data
points, and artwork. This allows current
systems to display DDC system data in
intuitive and meaningful formats if the
graphic designer understands the needs
of the operating personnel.

The control system design process
has always (long before DDC) started with
a sketch of the particular HVAC unit (such
as a fan system) with elements to be moni-
tored and controlled.  Actuators are then
added to valves and dampers.  Sensors are
then added in locations requiring control.
The sequence of operation is then written
defining the relationships between the in-
put sensors and the output actuators.  The
simple thing to do then is to specify that
the sequence of operation, along with the
sketch including desired setpoints, as a
required system graphic.

Today’s UMCS can present control
sequences in very clear terms to system
operators resulting in more efficient system
operation. To accomplish this, graphic de-
signers need to consider and understand
operator needs when designing the operator
interface.
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The decreasing cost and capa-
bility to embed microprocessors in
a wide range of devices has led to
the increased use of smart devices
in buildings, machines, and other
aspects of our daily lives.  The
growth of Internet usage and capa-
bility makes large-scale
interconnectivity of these devices
economically possible.  If these de-
vices can be connected, managed,
and remotely controlled over the
Internet, they can provide users with
dramatic new facility management
services and capabilities.  New fa-
cility management systems are cur-
rently being developed and released
which are JavaTM-based platforms,
developed to solve problems with
interoperability between device pro-
tocols and the Internet, and between
those devices and enterprise busi-
ness management systems.  Serious
consideration must be given to uti-
lizing the Internet as the backbone
for future facility management sys-
tems.

Why Facility Management
via the Internet?

The future suggests that there
maybe millions of new smart de-
vices that will be integrated into an
single network providing commu-
nication across a global network.
As smart devices become more in-
tegrated across the Internet, a
wealth of new information about
machine status, equipment perfor-
mance, energy usage, human hab-
its, and many other factors will be
available to the world.    To take
advantage of this magnitude of
data, new approaches to software
and network solutions will need to
evolve.  Utility Monitoring and
Control Systems (UMCS) will be
based on Internet-enabled distrib-
uted architecture for real-time ac-
cess, automation, and control of
embedded devices.  The same

UMCS will also connect legacy
systems, open systems, the Internet,
and enterprise information systems.

The ability to move around and
through Web explorer software will
almost become second nature.  From
the time people are old enough to
click a mouse and move through a
child’s Web site, they will know how
to deal with “Web-based” graphical
information, move through Web
pages, and search the Internet for in-
formation.

In the world according to Bill
Gates, there will be fewer electronic
devices.  Items that will survive in-
clude the PC, the digital set-top box,
the cellular phone with screen, the
electronic book, and Web pads with
wireless connections.  Just consider
how Web-enabled cell phones will
change our lifestyles.  Using cell
phone-based Web page, individuals
will be able to perform simple to
complex facility management func-
tions.  Using a cell phone over the
Internet, individuals will be able to
turn on the lights, change a tempera-
ture setpoint, not to mention the
ability to check the status of chill-
ers, electrical generators, and pro-
duction, and monitor energy usage.

Operations and maintenance de-
partments, maintenance and service
contractors, and the like, will have
much broader capabilities to re-
motely monitor and control facili-
ties.  Alarms will come to service
groups as e-mails from chillers.  Ser-
vice orders could come from tenants
as forms submitted via Web pages.

Instead of having one or two ex-
pensive facility management
graphic workstation software plat-
forms per office or company, all
computers in the company that are
connected to the intranet or Internet
could provide access to data and
equipment for service technicians.
The cost to outfit whole service
companies or maintenance depart-
ments with graphical workstations

to perform facility management and
view equipment will be limited to
computers and network connections
only, not by the cost of graphical
workstation software.

Who Will Benefit From
Facility Management

Via The Internet?
As the Internet becomes the

definite delivery medium of real-
t ime informat ion ,  i t  wi l l  put
power and options in the hands
of the user.

It allows operators, mainte-
nance personnel, management,
tenants, production control, field
engineers, test-and-balance tech-
nicians, and systems integrators to
control and monitor wide ranges
of networked embedded control
devices.

Summary
Just a few years ago, build-

ing automation consisted of a
handful of separate systems that
opera ted  independent ly  f rom
one another, each with its own
dedicated and proprietary inter-
face and cabling system.  Today,
the latest generation of facility
management systems is being
designed and built around the
use of the Internet as the infra-
s t ruc ture  over  which  da ta  i s
transmitted.

The Internet is a comfortable
environment; everyone knows
how to use it and is very famil-
i a r  w i th  i t .   Web-based  ce l l
phones could be a new standard
for operator interface for facil-
ity management via the Internet.

Fac i l i t y  managemen t  and
bui lding automation has  been
t ransformed f rom mainf rame
c o m p u t e r s  i n  t h e  1 9 7 0 s  t o
mini -computers  in  the  1980s
to PC Windows-based systems
i n  t h e  1 9 9 0 s .   T h e  I n t e r n e t
may increasingly become the
communica t i on  s t anda rd  fo r
emerging systems.

Figure 3.
UMCS showing dynamic
program sequenceFigure 1. Typical UMCS Display

Figure 2. UMCS display showing program with system configuration




